Gl
;

DDDDDDDDDDDDDDDDDDDDDDED

\

| | \

N

S

I

J

Il

L

_H__U_H__U_U_U_H__U_H__U_U_H_D_U_H_D_U_H_n__H__H_D_H_D_HW

-

fi

.UZ

UZINFOCOM

dnssec
PROTECT YOUR WEBSITE

e

g
9
%
9
%
¢
S
9
%
9
$ O
¢
%
¢
g
¢
%
¢
%
¢
%

gl




DNSSEC Implementation in .UZ, first steps

Signed? DS in Root? ISC DLV?

'@' askhat@PC-2530: ~

:~% dig @8.8.8.8 uz ds

; <<>»>» DiG 9.11.5-P4-5.1+debl1Bu5-Debian <<>> @8.8.8.8 uz ds
(1 server found)
;3 global options: +cmd
+y Got answer:
;: -»>HEADER<<- opcode: QUERY, status: NOERROR, id: 51172
;3 flapgs: gr rd ralad;|QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

OPT PSEUDOSECTION:
EDNS: version: ©, flags:; udp: 512
QUESTION SECTION:

In

§ dnssec.uz égz:}‘ CCTLDuz

29 April, 2021 The domain zone .UZ has been signed with dnssec
http://stats.research.icann.org/dns/tld_report/

ANSWER SECTION:

Query time: 184 msec

3685 8 2 DBSEDSASSAEFEGIE058DAEBDVEBZ16AF31ED168FFDCCF404085758EF4D SCESAEBE

SERVER: 8.8.8.8#53(8.8.8.8)
WHEM: Tue Jan 25 16:44:39 +B5 2822
M5G SIZE rcowd: 79

536 : 8
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Scheme of interaction N dnssec.uz {3
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End users Registrars Registry
Request to add Add a DS records Approve

a DS records to DNSSEC.UZ System a DS records



Centralized system for registering DS
records for end users - DNSSEC.UZ

§ dnssec.uz éi% CCTLDuz

@ File Edit View Bookmarks Tools Window Help DMSSEC registration system
> MW C @ Ta dnssec.uz A~1G
. DNSSEC = AddDS @English ~ &1

Dashboard DS record text

Domains

DNSSEC - protect your website

Domain Transfers f@

Domain name

Check domain for DNSSEC technology

DS records

dnssec-test.uz
Events

Key tag
Registrars

Administrator
Key algorithm

1 Accounting

DSA/SHA1(3)

Digest type

SHA1 (T 1
Technology advantages S

® =z @ e B

Key digest

Is active
@ ‘Eﬁ‘ i Y é-\ s Not active
' N o armant Is valid
Invalid

Back to DS records list

Purchase DNSSEC and protect your
website data

Lorem ipsum dolor sit amet. consstatur sedt diam nonumy sirmad \l I
tempos invidunt ut Iabore et dolore mag A at. zed dism

Web Service / API



Ca pabI|IUeS Of DNSSEC.UZ §dnssec.uz é:g%CCTLD.UZ

Browser extension for checking DNSSEC

Browser extension for checking DNSSEC

File Edit WView Bookmarks Tools Window Help Internet Assigned Numbers Authority File Edit View Bookmarks Tools Window Help Password.uz - cepemc o BuICTPOA reHepalWK Napons

w Password.uz - ceperc no &

‘ww.iana.org =G ﬁ*“ﬁ v = @ ] < > W W C (B W@ NotSecure hetp://password.uz &~ G ) f‘:} . =

%) Internet Assigned Numbe

> KW C @ 9ang

DNSSEC checker

v

Domain password.uz is not protected by DNSSEC

DNSSEC checker

v

Domain www.iana.org is protected by DNSSEC

technology i technology
; 5 : o 20 BOC!’IOJ’IbSyHTECb OOHWM W3 reHepaTopoB Naponen
Thimextension checks NS EC = baingused ontlie This extension checks if DNSSEC is being used on the
current domain name. _
current domain name.
The global coordination of the DNS Root, IP addressing, and other Int( More about DNSSEC e Internet R
BbicTphiii online cepBiic no reHepanuy napo.is i s n e e peae « ~HEPALTHHE

Assigned Numbers Authority (IANA) functions. Learn more.

‘ T — E [ 3araBHble GYKBbBI
[ ManenbKHe GYKBEI

. leHepupoBaTk naponb ) Mugpwt
Number Resources Protocol Assignments 4 ;

Domain Names

Management of the DNS Root Zone Coordination of the global IP and AS The central repository for protocol Hamna napoas: L—"I
(assignments of ccTLDs and gTLDs) number spaces, such as allocations name and number registries used in |
| along with other functions such as made to Regional Internet Registries. many Internet protocols. Mapoiib:
the .int and .arpa zones. '
n [P Addresses & AS Numbers = Protocol Registries
= Root Zone Management = Network abuse information = Apply for an assignment
= Database of Top Level Domains = Time Zone Database

= .int Reqistry
= .arpa Registry
= [DN Practices Repository

The DNSSEC browser extension automatically checks if DNSSEC is available on the current domain



Ca pabI|ItIeS Of DNSSEC.UZ %\dnssec.uz éﬂ'};}'\ccTLD.UZ

C(
Browser extension for checking DNSSEC

~ chrome web store £ Signin

Home » Extensions » DNSSEC Checker

§ DNSSEC Checker

8 Featured

DNSSEC

(® Featured

% Wk kK

' & 6 & & R0, Developer Tools | 163 users

Cverview Privacy practices Reviews Support Related

The Featured badge is
assigned to extensions
that follow Chrome Web
Store's technical best

practices and meet a high DNSSEC - protect your website
Sta ndard Of user ( Check domain for DNSSEC technology >

experience and design N




drssec.uz

c c T I_ Du Z Visualize DNSSEC
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DNSSEC
VISUALIZATION TOOLS

This tools is based on®an o
open source tool

(https://github.com/dnsviz
/dnsviz) °

-
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Len ccTLDuz g

Promotion DNSSEC for Registrars

P N Providing DNSSEC technology
S training for registrars ®




@ Internet Society

Shutdowns Technologies Resilience Centralization PulseBlog About FAQ Data Partners @EN.

15:46 T O & » 0,7KB/cR £ © ull .atl CHB) 55 %

Cypriot, Libyan and Uzbek Domains Now Support

& TBUTHYTb DNSSEC

Ford

. Viktor Dukhovni
- 'Dukhovni

The .uz (Uzbekistan) ccTLD was
signed today: dnsviz.net/d/uz/
YigIxA/dn...

Both ZSK and KSK are
RSASHA256(8) at 2048 bits.
Both signed the DNSKEY RRSet.

srasetau:z

px0A APSHEE HAZHAWEH NOCTOM

MAPOMET — O noroge
B MPazHEUHLIE THY

dnssec.uz

L]

A more conservative design
could use a 1280-bit RSA ZSK or
ECDSA(13) for both, and avoid
the needless ZSK signature of the
DNSKEYs.

MepeBecTn TBUT

== OT DNSSEC.UZIN
' THE SPOTLIGHT

C TtexHonorueit DNSSEC MOMHO BCTPeTUTb
Hoeblit rog, He 6ecnokodAck o eeb-canTe

UZINFOCOM npegnaraeT NoAKNKYATE TEXHONOTMID DI
3aLLHTHT JIMYHBIE [aHHBIS NONb30BATENEN CaTa.

Komanpga UZINFOCOM nosgpaBnAeT BCEX © HACTYNAHWMM HoBbiM 2022 rogom

Hoabii rog — 370 NPa3gHAK HAYANa HOBON MW3HM, HOBLIX TEOPYECKUX 3aMEICTIOR
v aobpeix nepemen. UZINFOC WCKPEHHE MERAET, YTobbl B HACTYNAIOWEM rogY
MOKOPEHHLIX BEPLUMH CTANO ele Gonblue,

UZINFOCOM HageeTcs, 4To HOBbIH FOS NPHUYMHOMWT BCE AOCTUIHYTOE BaMM, CTAHET

5, TEXH NS (IET PAOO0TATh, HAJERHO SaLLNLLERA
0CTHIO KOHDHAEHIMANEHBIMA.

O L3 L

Mocmotpets Ha  IE0 Youlube

TBUTHYTb OTBET

A ECNM Bbi ELLE HE yoTaHoBRNMK cebe DN ) YCIYTY MOMHO C IETKOCTBED

npuoSpecTy H



.UZ IS ABOUT DNSSEC.UZ:
KEEPING THE MOMENTUM

5¥

dnssec.uz ECTLDUZ

g(‘)\

b7

e ® o3
ﬁ Y
A\ )
~110,000 26
Second-level Registrars

domains in .UZ

20

Number of second-
level domains signed
with DNSSEC



FUTURE PLANS

P/I\ N

Qr

DNSSEC coverage
for whole .UZ
domain

=

2

Promotion of
DNSSEC
technology

§ dnssec.uz é:ﬁ% CCTLDuz

2

3 4

Implementing DS Automation with
DNSSEC technology CDNS/CDNSKEY
to the commercial records

and public sectors



Conclusion

Q-
==

Box solution for
Registrars and END-
USERS

/1\

H

Training and
promotion for
Registrars

§ dnssec.uz égé CCTLDuz

Promotion for END-
USERS (by social
media etc.)

A payable service of
DNSSEC



dnssec.uz

@3 www.cctld.uz | www.dnssec.uz

DK info@cctiduz | (&) +998 71 23842 45
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